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PIL@E

The context : e-Government



E-Government 1n France

* Ministry of finance / Directorate general for the
modernisation of the State / Service for the
development of e-Government

* A master plan to make processes digital in
different areas of the Government



E-Government

* Law of 13 March 2000: new regime of legal evidence

— Same legal value for paper and digital documents, if the
author can be 1dentified unambiguously and 1f the
integrity of the document has been preserved

* Order of 8 December 2005
— Application to public authorities
— Legal definition of teleprocedures

— Creation of the general interoperability framework and
general security framework -
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Interoperability rules for archiving: security
* Survey on secure archiving

* Issued in July 2006
(http://www.ss1.gouv.fr/fr/confiance/archivage.html)



Interoperability rules for archiving:




Exchange standard

* Format and process to facilitate transfers between a
creating agency and an archive

* It s the equivalent of a traditional transfer form: header,
metadata, data embedded 1n an XML file

* When ingested by an archive, the metadata 1s incorporated
into a descriptive database and the data 1s incorporated into
a secure storage area



Exchange standard

* This standard 1s designed to be used by:
— Creating agencies;
— Business software vendors for exporting records;
— Archives (public or private);
— Storage services suppliers;
— Archival software vendors for importing records.



Interoperability rules for archiving

Other rules about archiving are in the interoperability
framework:

* About the lifecycle of records : to be integrated as soon as
a new system 1s created

* File formats for preservation (images, structured or non-
structured documents, sound and video, etc.)

* Storage media



PIL@E Project

The context



PIL(@E Project : the context

* Survey about the costs of a preservation
system (Parker-Williborg), 2005.

* Rules defined in the general interoperability
framework



PIL(@E Project : enjeux

* New building for the National Archives in
Pierrefitte-sur-Seine

— The pilot system will be used in Fontainebleau
(service Constance) 2008-2011

* Development of e-Government
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PIL@E Project

* Relies on OAIS model
— Functional description of the pilot system
— Structure of data (SIP / AIP / DIP)

* Relies on description standards (ISAD-GQG)

* Relies on interoperability rules (security policy,
exchange standard, file formats)
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PIL@E

Functionalities



General view

* Objective:
— Receive, validate, store, disseminate born digital data and
documents from the French Government
— Users are:
* The archivists in the ministries, who send data

* The National Archives, who receive, control, validate and
store

* Not directly open:
— To the creators themselves
— To the public



Concerned data

* Be able to process several types of digital records
— Data from databases
— Office documents
— Documents from EDMS
— E-mails

— Data exchnaged through teleprocedures...
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PIL(@E Project : organisational constraints

* Support by the director of French archives and the director
of the National Archives, but...

* Little team (DAF/DGME) and IT department with limited
resources

* Constance team with high experience in processing
databases but discovering other types of digital documents

* Archivistes in ministries discovering digital preservation
1ssues



PIL@E Project

We have chosen to:
* Outsource the development of the system

* Build a system with limited size but scalable in coming
years

* Re-use existing tools

— A secure storage software (“Coffre-fort ¢lectronique
communicant” by Cecurity.com): hashcode, digital
signature, timestamp, audit trail

— Storage infrastructure by IBM
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General View

* Specific development to support:
— The exchange standard

— Archival functionalities (pour la prise en charge, la
recherche, la consultation, les ¢liminations, la
production de statistiques métier)

— Limited retrieval features (information system of the
National Archives to come)

— Workflow between creating agencies and archives

— Tools to 1dentify and convert file formats



Some constraints

* Few business systems in creating agencies are able to
deliver SIP compliant with the exchange standard.

* (reation of an interface to transfer records that have not
been exported automatically
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Software Architecture
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Accueil

PIL@E - Archives Nationales

Mes=zages Transférer Rechercher Waoir conwention Suspendre travaus

2 submitter (rale_submitter) - Convention : contrat-submitter 0
Identification = Convention = Liste des actions = Transfert - Etape 1/ 3

Transfert - Etape 1 / 3

1 nouveau message

&y Archive @

a
Profil | Seélectionner un profil.. + | o
Miveal de description * | Sélectionner un niveau de description... | | o
Intitule *
o
Cote service versant | @

@/ Contenu

a

Producteur © org_submitter

Description

L] Description confidentielle

Historique




i/ Contenu

Producteur

Description

Historigue

Plan de classement

Langue *

Date de début == *

Date de fin <=*

Infos complémentaires
Objets ligs

Sort final

Date départ calcul sort final
Communicabilite

Date départ calcul communicabilité

: org_submitter

O Description confidentielle

| A

| Francais b |

I | =
I | ==

| |
| A

| Fas de sortfinal

v @

I =

| FPas de communicakilité

v @

L@

Mots cles

»d

[*
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_PIL@E - Archives Nationales

tar (role_archivist_accept) - Convention ; DefaultContractarchivist £

Q nouveau: messages

Identification = Liste des actions = Liste des transferts = Validation du contrdle de transfert = Validation du contrdle de

transfert {suite)

Validation du controle de transfert (suite)

Liste des archives
Contrale de [&galité - délibération de la commune de Conzel général des Yvelines (archive)

Pigzes jointes{document)

Arccuzé de réception de transmizzion d'un acte(objet)

—Accuzé réception de tranzmizzion d'un acte [document)

' trace d_intégrite du fichier homoryme zans extension [document]
Ache zoumiz au contrdle de légalité(objet)

— trace d_intégrite du fichier homoryme zans extension [document]
— trace d_intégrite du fichier homoryme zans extension [document]
—trace d_intégrite du fichier homanyme sans extension [dacument]
— Acte(document)

— annexe 1[document]

— zignature[document]

Copyright 2007 - PIL@E - Archives Mationales

Continuer
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des Arrhlveq
de France




't Edition  Affichage  Historigue  Marque-pages  Outils 7

- - @ ﬁ_l‘ ||_| htkp: ffpile., culkure. frfdaf farchivist ) Control Transferiew _input, ackion |‘| [3*] '*l

iens Miniskére |_| Annuaire Pages Blanc, .. Gu:u:ugle |_| #gendas de |a Directi, ., s MCC @ Miniskére de la culbure |_| Semaphore |_| Accordlalf |_| #gendas de la Directi,

L es Abeliers || Les séminaires Aristote :Pérennisation, .. I | | PIL@E - Archives Mationales %] |

PIL@E Archives Nationales

Accueil Messages Geérer Rechercher Conventions Woir Suspendre fravauy Se deconnecter

Carchivist {role_archivist) - Convention : DefaultContractarchivist ¢ 239 nouvEAaLy Messages

Identification = Liste des actions = Liste des transferts = Walidation du contrdle de transfert = Walidation du contrdle de
transfert (suite)

Validation du controle de transfert (suite)

Lizste des archives

Dogziers de ['aid =l b Mok [ER TN E—
Dossier 2on Mlodifier les proprietes
%Dussiernzracqngmt’ar

L dossier enfant{document]

Continuer
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D PIL@E - Archives Nationales - Mozilla Firefox
Fichier Edition BAiiaEEEN Histori Margue-pages  Qutils 7

convention  Suspendre travaux déconnecter

2 submitter (rale_submitter) - Convention ; contrat-submitter % 1 nouveau message
Identification = Convention = Liste des actions = Transfert archive pré-formatée

Transfert archive pre-formatee

e Archive formatée @

® Archive avec message de transfert
O Archive sans message de transfert

Fichier * | ‘[ Parcourir.. ]
* 1 Champs obligatoires
Copyright 2007 - PIL@E - Archives Mationales u

ECCis
Direction

des Archives
de France
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hier  Edition  Affichage  Faworis  OQukils 7

) . i1 \_‘..'-.-..‘_. A ) i
s 7, ﬂ ;ELI | g Rechercher [ Favaris ‘5‘ 3 = @

oo Ci\Documents and Settings\BAMAT-BERGER\ Local Settings) Templ 720310, tmp)\PILAE _kransfer_pred.xml e a

U wous aider & protéger votre ordinateur, Internet Explorer a restreint 'affichage du contenu ackif de ce fichier, qui pourrait accéder 4 votre ordinateur, Cliquesz ici pour afficher plus d'options. ..

Fuml version="1.0" encoding="[50-8859-1" 7=
ArchiveTransfer xmins="fr:gouv:ae:archive:draft:standard_echange_v0.1">
zComment /=
zDate=2007-11-08T17:42:12.345+01:00=/Date=
<Transferldentifier=id-bri001</Transferldentifiers
=TransferRequestReplyldentifier /=
=TransferringAgency>
<Identification>org_submitter</Identification=
<hamezorg_submitter</Mamex=
</Transfarringagency =
sarchivaldgency =
<Identification=org_archivist</Identification>
<Mame=org_archivist</MName=
</archivaldgency>
=Contains=
<archivalsgreement>contrat-submitter</Archivalagreement=
zarchivalProfile=-</archivalProfiles
<DescriptionLanguage listURI="archives_echanges_v0-1_lanquage_code.xsd"=fr</DescriptionLanguage=
zDescriptionLevel listURI="archives_echanges_v0-1_descriptionlevel_code.xsd"=series</DescriptionLevelz
<Mame=Tests CGPC preformatCGPC3</Namex
- <ContentDescription=
<CustodialHistory=Jusqu'en 2004, la base descriptive SIGMA renvoie a des rapports sous formats papier et électronique.
Depuis cette date, la production est uniquement électronique : on comptabilise, environ 1700 rapports électroniques
sur 3000</CustodialHistory>
=Description>Rapports du conseil general des ponts et chaussées accompagnés de données issues d'une base de
données décrivant chacun de ces rapports.</Description=
=Descriptionaudience listURI="archives_echanges_v0-1_descriptionAudience_code.xsd"=external</Descriptionaudience>
<Language listURI="archives_echanges_v0-1_lanquage_code.xsd">fr</Languagex>
<lLatestDate=2004-12-31T00:00:00.000+01:00=/LatestDate=
=z0|destDate=1990-01-01TO0:00:00.000+01:00=/CldestDate=
- zContenthescriptives
<kKeywordaudience listURI="archives_echanges_v0-1_descriptionAudience_code.xsd"=external</Keywordaudience=
<kKeywordContent=Ponts et chaussées</KeywordContent>

4 Poste de travail
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P ; ﬂ ;ELI W) | Rechercher MM Favaris £ - = [H @

oo Ci\Documents and Settings\BAMAT-BERGER\ Local Settings) Templ 720310, tmp)\PILAE _kransfer_pred.xml e a

U wous aider & protéger votre ordinateur, Internet Explorer a restreint 'affichage du contenu ackif de ce fichier, qui pourrait accéder 4 votre ordinateur, Cliquesz ici pour afficher plus d'options. ..
ZCOntams=
<Archivaldgreement>contrat-submitter</Archivaldgreement=
<archivalProfile=-</ArchivalProfiles
=DescriptionLanguage listURI="archives_echanges_v0-1_lanquage_code.xsd"=fr</DescriptionLanguage=
<DescriptionLevel listURI="archives_echanges_v0-1_descriptionlevel_code.xsd"=series</DescriptionLevel=
zhame=Tests CGPC preformatCGPC3</Mamex
- «ContentDescription=
<iCustodialHistory=Jusqu'en 2004, la base descriptive SIGMA renvoie a des rapports sous formats papier et électronique.
Depuis cette date, la production est uniquement électronique : on comptabilise, environ 1700 rapports électroniques
sur 3000</CustodialHistory>
<Description>Rapports du conseil general des ponts et chaussées accompagnés de données issues d'une base de
données décrivant chacun de ces rapports.</Description=
<Descriptionaudience listURI="archives_echanges_v0-1_descriptionAudience_code.xsd"=external</Descriptionaudience
=Language listURI="archives_echanges_v0-1_language_code.xsd"=fr</Language:
<LatestDate>=2004-12-31T00:00:00.000+01:00</LatestDatex
<O|destDate=1990-01-01TO0:00:00.000+01:00</CldestDate=
- =Contenthescriptives
zkeywordaudience listURI="archives_echanges_v0-1_descriptionAudience_code.xsd">external</Keywordaudiences
<kKeywaordContent=Ponts et chaussées</KeywordContent
<kKeywordReferencexinterne-pilae</KeywordReferences
<KeywordType listURI="archives_echanges_v0-1_keywordtype_code.xsd"=Equipement</KeywordType=
</ContentDescriptives
=/ContentDescription=
- <Contains=
<DescriptionLevel listUURI="archives_echanges_v0-1_descriptionlevel_code.xsd"=item</DescriptionLevel=
zMame=RIP SDAP EURE-ET-LOIR=/Mame:=
<TransferringsgencyObjectidentifier=1998-0034-01</TransferringagencyObjectidentifier=
- =ContentDescription=
<Descriptionaudience listURI="archives_echanqges_wvw0-
1_descriptionAudience_code.xsd"=external</DescriptionAudiences=
=Language listURI="archives_echanges_v0-1_langquage_code.xsd"=fr</Language=
<lLatestDate=1998-02-19T00:00:00.000+01:00=/LatestDates
<0ldestDate=1998-02-19T00:00:00.000+01:00=/0OldestDate
ziotherDescriptivebata=DECRAENE[paulette]; BOURELY[charles]; LASCAR[jean-louis]</CtherDescriptivebataz

FIINE 4 Poste de travail
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File formats: objectives

* Files are tested and converted as soon as they are ingested in the
system

— List of file formats for long-term preservation
— List of file formats accepted for submission
— Some conversion tools

— Conversion rules

*  Some choices

— MS Office formats have not been selected as long-term
preservation formats

— Initial version, N version, N-1 version are kept together



List of long-term preservation file formats

* General Interoperability Framework

*  Widely spread format

— European or international standard
* Public and easily accessible specifications

* Format relatively stable

— New version every 3 years or more

*  Software:
— Two vendor software products available on the French or European market

— Or one open source software



Type de données

Format accepté en entrée

Version(s) supportée(s)

Format cible d'archivage

Images fixes PNG 1.0 PNG
GIF GIF89a PNG
JPEG 2000 (jp2) ISO/IEC 15444:2000 JPEG 2000
JPEG (jfif, jpg) ISO 10918 JPEG
TIFF 6.X TIFF
BMP N/A JPEG
PCX N/A JPEG

Son et Vidéo

MPEG-2 Layer Il (MP3)

MPEG-2 Layer Il (MP3)

WAV

WAV

MPEG-2 ISO/CEI 13818 MPEG-2
MPEG-4 ISO/CEI 14496 MPEG4
Ogg-Vorbis Ogg-Vorbis
Documents structurées
et non structurés HTML 2/3.2/4.0/4.1 XHTML
XHTML 1.0/1.1 XHTML
OpenDocument ISO 26300:2006 OpenDocument
MSoffice DOC 97/2000/XP OpenDocument
Msoffice XLS 97/2000/XP OpenDocument
Msoffice PPT 97/2000/XP OpenDocument
Msoffice DOC 97/2000/XP PDF/A (ISO 19005)
Msoffice XLS 97/2000/XP PDF/A (ISO 19005)
Msoffice PPT 97/2000/XP PDF/A (ISO 19005)
PDF/A PDF 1.4 PDF/A (ISO 19005)
PDF 1.3 PDF
RTF 1.5 PDF/A (ISO 19005)
CSV INA CSV
TXT N/A TXT
Formats composites ZIP 10.X Format Original
WInRAR 3.X Format Original
Sit Format Original
E-mail RFC 2822 + RFC 2045 |E-mail + piéces jointes
Documents structurés XML 1.0 XML
XSD 1.0 XSD
XML validé par XSD XML 1.0 XML
SGBD N/A TXT
Open DWG Open DWG
Données graphiques SVG 1.1 _JsvG.
DWG R2007/R2004/R2000/R14/Open DWG
DXF ™ v.u.21.1.01/v.u.20.1.01/V.4ySVG
[CGM ISO 8632:1992 CGM
STEP 1ISO/10303 STEP




icgr (role_archivist_accept) - Convention @ DefaultContractarchivists 0 nouveaus messages
Identification = Liste des actions = Liste des transferts = Validation du contrdle de transfert

a¥ Archive
a
Service producteur ; Caisse des  Intitulé de 'archive : Contréle de
Convention . dépédts et consignations. l&galite : délibération de la
contrat-submitter Conflance électronique commune de Conseil général

eUropéanne des Yvelines

| Caractéristique du transfert

X
Mombre d'archives @ 1 Mombre d'objets @ 2
Mombre de documents @ 9 Identifiant du transfert © 200709131027 42597
MNombre de fichiers © 9 Wolume du transfert @ 49ko
[ Afficher arborescence ] [ Télecharger les fichiers ]
' Vérifications/Conversions de format -
A

Afficher détails conversion

I\ Anomalies

PP

075-227806460-200610058-12534-DE-1-1 2.pdf : échec de
Cconversion
075-227806460-200610058-1254-DE-1-1 1.pdf : échec de
conversion

Fetour écran precedent
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't Edition
2D - @ [~ »] [ G-

iens Ministére | | Annuaire Pages Blanc. ., Gu:u:ugle [ ] Agendas de la Directi. . ; MCC @ Ministére de la culture | | Semaphore [ | Accordlolf | | Agendas de la Directi, .

Affichage Historiqgue  Marque-pages  OQukils 2

E ||_| htkp: ffpile., culkure. frfdaf farchivist ) Conkrol&rchiveDetail, ackion

L es Abeliers | | Les séminaires Aristote :Parennisation. .. | | PIL®E - Archives Mationales %]

~ PIL@E - Archives Nationales

Accueil Fechercher Conventions Woir Suspendre travauy Se deconnecter

T ——
| FRAS A

Carchivist (role_archivist) - Convention : DefaultContractarchivist 2390 nouveauy messages
Identification = Liste des actions = Liste des transferts = Yalidation du contrdle de transfert = Vérifications/Canversions
de forrmat
' Etat des conversions
a
H LS
MNom du fichier Fo_rr.nat Format cible Cnr:w-:?rs’mn Etat_ =
original réalisée CONVersion
MSOffice FOF/A (IS0 : COnversion
1992-0052-01 . doc DOC 19005) oL s
MSOffice FPOF/A (IS0 , Conversion
1995-0040-01 . doc DOC 19005) Sl e esie
WS Office FOF/A (IS0 . CONVersion
1998-0061-02.doc DOC 19005) G| aLssie
WS Office PDF/A (IS0 . CONVEersion
1998-0044-01 .doc DOC 19005) Gl FLssie
MSOffice FDF/A (IS0 . COnVErsion
1998-0042-01 doc DOC 19005) G| aLssie
MSOffice FDF/A (IS0 . COnVErsion
1998-0037-01 . doc DO 19005) aii eLsie
MSOffice FDF/A (IS0 : COoOnVErsion
1998-0062-01 . doc e 13005) oL E s
MSOffice FDF/A (IS0 . COnVErsion
1998-0047-01.doc Blale: 19005 ol ré G gie




Data Security

Integrity check at the ingestion time and then regularly
triggered

Timestamp features
Copy of the data on a remote site (4 copies on 3 servers)

Digital signature by the archivist who takes or rejects the
custody of the material to be kept

Traceability provided by the event log
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't Edition  Affichage  Historigue  Marque-pages  Outils 7

- - @] E ||_| htkp: ffpile., culkure. Frfdaf farchivist Conkral Transfer ackion |‘| [3*] '*l

iens Miniskére |_| Annuaire Pages Blanc, .. Gu:u:ugle |_| Agendas de la Directi,.. mem MCC @ Ministére de la culture |_| Semaphore |_| Accordlalf |_| #gendas de la Directi, .,

L es Abeliers || Les séminaires Aristote :Pérennisation, .. . | | PIL@E - Archives Mationales %] |

B ——
Date du transfert :

Commentaire . Transfert de dossiers individuels de 17 /03/2008

reveny minimum d'insertion

Feféerence autre transfert :

A Arbitrage

»¥

@ Transfert accepté

O Transfert refusea

Commentaires de la réponse

Signature .

Certificat * | Sélectionner un cerificat.. «

&



't Edition  Affichage  Historigue  Marque-pages  Outils 7

T i @] E |LI http:{fpile. culbure. Fridaf fournalfview_journal_input. action |'| [}] "|

iens Miniskére |_| Annuaire Pages Blanc, .. Gu:u:ugle |_| Agendas de la Directi,.. mem MCC @ Ministére de la culture |_| Semaphore |_| Accordlalf |_| #gendas de la Directi, .,

L es Abeliers || Les séminaires Aristote :Pérennisation, .. . | | PIL@E - Archives Mationales %] |

B |
e PIL@E - Archives Nationales

M accueil  Utilisateurs Réles Conventions Tables de code  Se deconnecter

Identification = Administration = Journal

) Journal des opérations

Date de debut demandee @ 20/03/08
Date de fin demandée @ 31/03/08

Date de Debut . 20/03/2002 00:00:00+01:00
Date de Fin : 21/03/2008 23:59:59+02:00

Date Convention  Utilisateur Action Résultat
6520 Dﬂzggnggi?}isﬂﬂ pilae archivist Login (o] 4
6521 DBESDQDSE?I-%?.SDD DefaultContractarchivist archivist Coantrdle archive (o134
6322 Dﬂzginggi?}isﬂﬂ DefaultContractarchivist archivist Contrdle archive (s]14
E523 Dﬂzﬁninggi%iaﬂﬂ DefaultContractarchivist archivist Coantrdle archive (o134
6524 Dﬂzgénggi?}isﬂﬂ DefaultContractarchivist archivist Modification archive Errar
£525 Dﬂzﬁnénggi%iaﬂﬂ DefaultContractarchivist archivist Madification archive Errar
GBIZ6 Dszgénggi%isﬂn DefaultContractarchivist archivist Contrdle archive (s]14
6527 Dﬂzggnggi%nlsﬂﬂ DefaultContractarchivist archivist Cantrdle archive Ok
6528 20/02/2008 DefaultContractarchivist archivist Madification objet (o] 4

02:5392:45401:00

&
_—



Conclusion

PIL@E will allow the National Archives to:

Test some digital preservation features and to specify new
features to come (unique identifier mechanism...)

Define more precisely the access to the system by the
public, the creating agencies...

Decide whether data should be encrypted within the
system

Define more precisely how digitally signed documents will
be archived

Create a strong link with the general 1nformat10n system of
the Natlonal Archmes/
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Conclusion

Three conditions

— Actual involvement of the team 1n the National
Archives

— Actual involvement of the archivists in the ministries

— Implementation of the exchange standard in the
business systems



Conclusion

* Beyond the National Archives, PIL@E
model may be used in other environments

— For archival systems within creating agencies
(semi-current records)

— For archival systems in local authorities
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Conclusion

* Other related projects
— Archives départementales des Yvelines
— Archives municipales de Limoges
— Ministry of Finance

— Archives départementales de I’ Aube
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Conclusion

* Main objective 1s to foster the creation of digital
preservation systems

* Main activities in next months
— Participate to the certification of services and software
— ISO standard project ongoing
— MoReq?2 for records management software

— Interesting private sector initiative (Coref)



